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High Cohesion & Loose/Low Coupling

Many studies have demonstrated that structural metrics relating to complexity, coupling
and cohesion (CCC) are good at gauging software architecture quality at various stages in
the development process, and this architecture is a crucial part of the initial design that
determines the quality of the finished software system. Software complexity measurements
are usually based on the interaction between a programmer and the program they are
developing, which is often influenced by the size and control structure of the program. The
higher the complexity, the more difficult the program is for developers to understand [1].

Coupling refers to the measure of external dependency between elements of two or more
different software entities (e.g. between methods from two different classes) [2]. High/tight
coupling means that different entities rely heavily on each other, making it difficult to
understand each entity in isolation. Because of their dependence on each other, they
become difficult to re-use, as changes made to one entity must also be reflected in the
other [1].

Cohesion is a measure of internal dependency between elements within an entity (e.g.
methods within a class) [2] and indicates how much functionality a single entity contributes
to the whole software system. Cohesion represents the degree to which a section of a code
base forms a logically single, atomic entity. For example, a class with high cohesion will
contain highly related methods that, together, contribute towards a section of a software
system [1]. A class with low cohesion will include methods that have no logical relationship
with each other, which is a result of poorly chosen boundaries (see figure 1) [3].

Figure 1: Visual Representation of Poorly Chosen Boundaries (circles of the same colour
denote units that are related to each other) [3]




In object-oriented systems, it is desirable to create a software system with high cohesion
and low coupling (see figure 2) to try and preserve the quality and maintainability of the
system for as long as possible. If these characteristics aren’t prioritised early in the design
stage, the quality of the system will deteriorate rapidly, leaving the system vulnerable to
problems and the source code will become difficult, expensive and time-consuming to
maintain. As a result of trying to maintain this complex system, it becomes more likely that
developers will miss sections of code that need updating after changes have been made to
their highly coupled entities. Bugs are also likely to be introduced unintentionally as the
code becomes more difficult to read, which will gradually erode the system’s integrity [4].
These vulnerabilities become perfect targets for malicious users, who could access
confidential information and/or cause severe damage to the software system [1].
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Figure 2: Visual Representation of an Ideal Software System with High Cohesion and Low
Coupling [3]

The barrier to achieving high cohesion and low coupling is known as a ‘code smell’ (which
results in low cohesion and high coupling) and can only be corrected by code refactoring [4].
Several tools and techniques can be used to detect code smells, such as the Jaccard distance
coefficient used by JDeodorant, the move method used by JMove and Methodbook, HIST,
inCode etc. Most of these approaches use complex calculations to measure the similarities
between entities and methods, which helps developers group similar source code
components together, and reduce coupling by placing dissimilar components into separate
modules [4].

During the refactoring process, it is often the case that developers focus too much on low
coupling as it is conceptually easier to understand, neglecting cohesion as a result. Entities




become so segregated from each other that they become incomprehensible and incohesive
(see figure 3) [3].
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Figure 3: Visual Representation of a Software System after Excessive Decoupling [3]

Data & Information Hiding

The sources referenced in this report use the terms ‘data hiding’ and ‘information hiding’
interchangeably as no reputable sources could be found to evidence any differences
between the terms. The term ‘element’ will be also used to describe a module, method,
function, variable or a segment of code.

‘Information hiding’ is an object-oriented term [5] first described by David Pernas in 1972,
which describes the principle of segregating sections of a software system most likely to
change, to protect the rest of the code base from requiring modifications if a change did
occur [6]. Pernas explained that this can be achieved through modularization of a software
system, meaning that a new module can be created with little knowledge of the code
contained within other modules (thus achieving loose coupling). Therefore, if changes are
made to the code inside one module, it protects the rest of the system from also having to
be changed [6].

Data hiding is commonly associated with the terms abstraction and encapsulation.
Encapsulation describes a segment of code that has boundaries around it, which can be
used to manage access to different elements of a code base [7].

Abstraction describes the separation of a code element’s interface from its implementation
details, which means a developer only needs to understand the interface and which
parameters to pass in (if there are any) [8][9]. Object-oriented languages such as Java and
C++ utilise abstraction and encapsulation techniques to create user-defined types known as
classes [7][9].




A class is defined as a group of objects that behave similarly or have similar characteristics
[5]. There are 3 types of access specifier that can be assigned to a class and the members
within it: private, public and protected [10]. Private elements can only be accessed by other
elements defined within the same class and are hidden from other classes [11][12].

For example, a private variable within class A will be visible to other elements within class A,
but invisible to class B.

Public elements can be accessed from anywhere [10][11]. It is generally best practice to
keep data private [9), however if data within an element needs to be accessed and/or
modified by another class, it needs to be declared public [5][10].

The example below (figure 4) demonstrates that if you have a private method
(createBoard()) inside a public method (playGame()), any section of the program (Main
class) can call the public method which will execute the private method, but the private
method will not be directly accessible by the Main class.

Figure 4: Example Java Code Snippet Demonstrating the Use of Public and Private Access
Specifiers

Protected elements are only available to classes defined within the same package (and
outside the package but only via inheritance) [10]. In the example below (figure 5), the
Board class is defined with the 'org.board' package and the Game class is defined within the
'org.example' package. A package acts as a logical separation of concerns [13] as
independent elements of the application are separated into distinct sections. The Board
package isolates code relating to the creation of a board from the logic around the Game
class, which would include methods such as tracking winning conditions etc.




Figure 5: Example Java Code Snippet Demonstrating the use of a Protected Access Specifier

Information hiding is an important part of OOP as:

- It can be used to hide confidential information from users and is essential for data
privacy [5]

- It protects information from accidental or deliberate alterations by controlling access
to elements within a class [5] [11]

- It abstracts complicated code away from developers, making the code base more
readable and easier to maintain [14]

- Itincreases cohesion by using encapsulation to create boundaries between
unrelated segments of code, whilst grouping similar sections of code together [9]

- It reduces coupling by limiting interdependencies and encourages atomicity [5]

Together, low coupling, high cohesion and information/data hiding are important traits of
successful object-oriented software systems and, together, provide high quality,
maintainability and security to the final product.
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FINAL GRADE GENERAL COMMENTS
Instructor
Engagement with Literature Skills (15): 10
Knowledge and Understanding Skills (15): 13.5

Cognitive and Intellectual Skills (15): 13.5

/1 OO Practical Application Skills (50): 41

Transferable Skills for Life and Professional
Practice (5): 4

A good number of sources used, but trending a
little heavily towards non-academic web sources. |
like the diagramatic, graph-based approach to
explaining the concepts of couplling and of
cohesion. A very good report overall.

A very good implementation, well-concieved and
created. An appropriate number of unit tests, and
a good coverage of the brief overall. Well done,
Elanwy.
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